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Abstract

Intangible Damages Resulting from Satellites: The
Militarization of Cybersecurity and Artificial
Intelligence in the Light of International Law

This study dives into the legal and security changes brought about by
the dual-use of satellites, especially considering the fast-paced
advancements in cybersecurity and artificial intelligence. It also looks
at the non-material damages that can affect international peace and
security. Originally, satellite systems were created for humanitarian and
scientific reasons, like enhancing inter-state communication, aiding in
environmental and climate monitoring, and boosting precision
navigation. However, the dual-use aspect of these technologies has
opened the door for some states and private entities to misuse them for
military or digital offensive actions, such as espionage, disrupting
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critical systems, interfering with vital infrastructure, and improperly
accessing sensitive data. These actions can pose serious threats to
international stability and national security.

The legal challenges stem from the reality that existing international
agreements, like the 1967 Outer Space Treaty and the 1972 Convention
on International Liability, fall short in addressing non-material
damages. This includes the psychological, social, and economic
impacts that arise from the misuse of these technologies. Additionally,
the Rome Statute of the International Criminal Court (1998) has not yet
included what could be called “technological aggression crimes.” This
i1s concerning, given the increasing need for a legal framework that
criminalizes actions threatening international peace and collective
security through cyber or space-based activities, ensuring that states or
private entities that violate international law are held accountable.

This research takes a deep dive into the gaps in current international
laws when it comes to tackling modern issues, particularly the non-
material harms linked to the militarization of space, cybersecurity, and
artificial intelligence. It suggests that we should add the idea of “space-
based technological aggression” to the Rome Statute, aligning it with
today’s tech advancements. This would help protect the interests of
nations and communities while also promoting international justice and
collective security. The study highlights the urgent need to refresh
international legal frameworks and create robust monitoring and
accountability systems to ensure that space technology is used
peacefully and sustainably, preventing any aggressive misuse of
satellites and related digital systems.

Keywords: Satellites, Non-material harm, Cybersecurity, Artificial
intelligence, Technological aggression, International law, Rome
Statute.
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