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Abstract

The Legal characterizations of unauthorized access to
electronic banking and financial information. A
comparison between the law in Jordan its counterpart

in GCC countries"

This study revolves around the legal characterizations of
unauthorized access to electronic banking and financial information
under the laws of GCC countries; compared against the Jordanian law.
According to the UAE’s ICT crime law, intent is not required for the

misdemeanor of unauthorized access to banking and financial
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information to constitute, while the Bahraini ICT crime law didn’t
explicitly provide for the offense of unauthorized access to such
information.

Additionally, the Qatari Cybercrime Law did not characterize such
an offense as a felony. Furthermore, the Saudi cybercrime ordinance
have imposed an extenuated penalty for such an offense, while the
Jordanian Cybercrime Law; under Article (6) thereof, have imposed a
misdemeanor penalty for such an offense, but at the same time, it
punished it under Article 7; with reference to Article 6 of the same law,
with a felony penalty.

This study adopts a descriptive analytical approach, in addition to a
comparative approach between the laws of GCC countries and its
counterpart in Jordan. The study has concluded several findings, the
most important of which is that: there are some regulatory shortcomings
in the Qatari, Bahraini and Saudi laws regarding the offense in question,
as such laws omit the criminal characterization of this offense when the
banking and financial information in question is stored in a core
banking system (banking IT system). Another finding of the study
suggests that there is no contradiction between Articles (6 and 7) of the
Jordanian Cybercrime Law.

In conclusion, the study makes several recommendations around
addressing the legislative shortcomings in some of the GCC countries
laws; regarding the offense of unauthorized access to electronic banking
and financial information.

Keywords: legal description, felony, misdemeanor, penalties,
information system, banking and financial information, Jordanian,

Emirati, Kuwaiti, Omani, Qatari, Bahraini, Saudi.
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